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Core Message

Digital freedom stops 
where

freedom of users begins
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Agenda
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* Recap from Session 1

* Questions from last time

* 10 Concrete Steps towards GDPR Compliance

* Q&A - with extensions
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Recap from Session 1
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*Why GDPR?

* Is it relevant for me?

*GDPR Scenarios

*How to get started?
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GDPR Scenarios
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How to get started?
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* Start with your website:
* Privacy statement
* Cookie policy

* Opt-in/consent for newsletters
* Minimize data collection
* Create a data inventory
* Check out the “Reference Material”
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Questions from last time

7

• If someone asks to be deleted. Do you need to reply and let them know you deleted them? Or, are you then not allowed to email them anymore?
• What about read-only media backups, or contractual or business related info (i.e. legal requirements)
• Say a little more about employees and their protection
• I can agree with the idea of privacy, but for a small US publisher of a free magazine, the 'overhead' of GDPR seems daunting.
• Are ISA members more typically Controllers or Processors of Personal Data?
• consent only for public use, or including internal use (like training)
• You are from Germany, Ralf.  Without Google Analytics information, we may never know we have a significant German audience.  So few users will 

ever "opt-in" to anything anymore.  How is GDPR sensitive to basic business marketing practices?
• what about contractual obligations i.e. as a data processor
• What about conesnt for sensitive data?
• if the coaching is being done for a participant who is has been sent by their company - is the consent done by the coach rather than the company who 

sent the employee to me as a coach
• We provide web-based training activities to organizations who then enroll their employees in the programs. Do we need permission from each user to 

store the data or just from the customer organization?
• Note UK ICO guidance says accountants (and other professionals) are controllers, evem when provision services, becuase of professional duties and 

nidpendence of professionals
• Can you talk about the coaching example, who would be the controller and who would be the processor?
• Sorry to revisit, but I just want to be certain I understand.  If an organization provides online training of some kind, and another organization signs a 

contract for that training for X number of employees, what is the consent process for each employee to store their data? 
• what if the contract requires reporting on who attended
• who do we need to report breaches to?
• What if it isn't a single instance webinar, but a training application that can be accessed at-will by the employee. for them to complete. Does that 

change anything?
• What about training that is more in-depth than a webinar? For example, leaderhsip development course including ind-depth asssessment and 

collection of biographical data?  Should ISA member get consent from the inividual participants?
• What if the agreement was not with the individuals, but with an organization? 
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10 Concrete Steps 
towards GDPR Compliance 1/2
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1. Assessment: where do you stand?

2. Define goal: what is your destination?

3. Inventory of personal data: what do you collect?

4. Lawful basis for processing personal data?

5. TOM (Technical and Organizational Measures): check your IT
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10 Concrete Steps 
towards GDPR Compliance 2/2
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6. Defining Processes for “Subject Requests” and “Data Breaches”

7. Setup regular security assessments

8. Incorporate data protection into daily business 

(privacy by design & default)

9. Action planning: define your high-level project plan

10. Define your three initial steps to get started
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Self-Assessment (1/2)
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* Have you appointed a Data Protection Officer (DPO)? 

* Have your security personnel received training or instruction 

on the GDPR? 

* Have your senior management been briefed on the GDPR? 

* Have all staff received GDPR awareness training? 

* Have you reviewed and updated your privacy policies? 

* Have you made preparations for implementing and 

performing Data Protection Impact Assessments? 

* Have you assessed all points of data collection to ensure 

that explicit consent is properly requested in each case? 

Source: https://www.perspectiverisk.com/assessment/self-assess-your-readiness-for-the-gdpr/
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Self-Assessment  (2/2)
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* Have you prepared, documented and communicated processes for 
managing subject data access requests? 

* Have processes been developed to allow individuals to amend or delete 
their personal data? 

* Have data retention and destruction procedures been reviewed for all data 
(including offline) as used by your organisation? 

* Have you re-assessed your suppliers and supplier contracts in relation to the 
GDPR? 

* Have you made preparations to detect and report breaches as part of a 
response plan? 

* Have you prepared data breach notification procedures for informing data 
subjects? 

* Have you prepared for regular compliance audits or reviews to identify and 
fix issues? 

* Have you made preparations to abide by the GDPR codes for ‘Privacy by 
Design and by Default’?
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2. Define goal: what is your destination?
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* Become GDPR compliant asap

* Exclude EU business/employees for now

* wait for the California Consumer Privacy Act: Jan 1, 2020
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3. Inventory of personal data: 
what do you collect?
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* Record of Processing Activities (RoPA)
* What do you collect / process?
* Why?
* Where do you store the date?
* ….
* https://blog.everlaw.com/2018/03/05/gdpr-compliance-preparation-articles-30-32-35/

https://blog.everlaw.com/2018/03/05/gdpr-compliance-preparation-articles-30-32-35/
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4. Lawful basis for processing personal 
data?
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Lawful basis for processing: GDPR Art 6(1)
https://www.whitecase.com/publications/article/chapter-7-lawful-basis-processing-unlocking-eu-general-data-protection

* the data subject has given consent

* processing is necessary for the performance of a contract

* processing is necessary for compliance with a legal obligation

* processing is necessary in order to protect the vital interests of the data subject

* processing is necessary for the performance of a task carried out in the public 

interest

* ... where the data subject is a child
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Questions from Session 1
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Consent:

* What about consent for sensitive data?

* Does GDPR require consent only for public use, or including internal use (like training)

* You are from Germany, Ralf.  Without Google Analytics information, we may never 

know we have a significant German audience.  So few users will ever "opt-in" to 

anything anymore.  How is GDPR sensitive to basic business marketing practices?

* Say a little more about employees and their protection

Right to be forgotten:

* If someone asks to be deleted. Do you need to reply and let them know you deleted 

them? Or, are you then not allowed to email them anymore?

* What about read-only media backups, or contractual or business related info (i.e. legal 

requirements)
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Data Controllers vs Data Processors
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Data Controller Responsibilities
The data controller decides:

• To collect the personal information of your customers, site visitors, and other targets  
—> legal contract required!

• What to collect and the level of collected details
• To change or modify the received data
• Where and how to use the data and towards what purpose.
• Whether to keep the data in-house or to share it with third parties (selected by you)
• How long the data is kept, and when to delete it

Data Processor Responsibilities
The  data processor carries out the actual processing of the data - with specific instructions of the data 
controller

• Design, create, and implement IT processes and systems that enables the data controller to gather 
personal data.

• Use tools and strategies to gather personal data
• Implement security measures to protect personal data
• Store personal data gathered by the data controller
• Transfer data from the data controller to another organization and vice versa (as instructed by the 

controller)
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Questions from Session 1
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Data Controllers vs Processors:
Definition: 
1. The data controller determines the purposes for which and the means by 
which personal data is processed. So, if your company/organisation decides 
'why' and 'how' the personal data should be processed it is the data controller.

2. The data processor processes personal data only on behalf of the controller.

* Note UK ICO guidance says accountants (and other professionals) are 
controllers, even when provision services, because of professional duties and 
independence of professionals

* Are ISA members more typically Controllers or Processors of Personal Data?
* Can you talk about the coaching example, who would be the controller and 

who would be the processor?
* what about contractual obligations i.e. as a data processor  

http://www.hireright.com/emea/blog/2018/04/steps-gdpr-compliance-data-processing-agreements/
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Questions from Session 1
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Training/Coaching scenarios:
* If an organization provides online training of some kind, and another organization 

signs a contract for that training for X number of employees, what is the consent 
process for each employee to store their data? 

* What if the contract requires reporting on who attended?
* What if it isn't a single instance webinar, but a training application that can be 

accessed at-will by the employee, for them to complete. Does that change anything?
* What about training that is more in-depth than a webinar? For example, leadership 

development course including ind-depth assessment and collection of biographical 
data?  Should ISA member get consent from the individual participants?

* What if the agreement was not with the individuals, but with an organization? 
* If the coaching is being done for a participant who is has been sent by their company 

- is the consent done by the coach rather than the company who sent the employee 
to me as a coach

* We provide web-based training activities to organizations who then enrol their 
employees in the programs. Do we need permission from each user to store the data 
or just from the customer organization?
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Consent for Trainings/Workshops

19

1. Inform as part of the employer-employee contract:
* when the employee signs-up for the training, HR must inform them what will 

happen (including transfer of personal information outside of the US)
* the requesting company should sign an NDA + a “data processing agreement” 

with the training company

Two flavors of “duty to inform individuals” 

2. Inform as part of the “data processor” role (the training company):
* the training company should inform individuals about their Privacy Policy (as part of the 

initial email)
* no consent is required to contact the participants and to request them to fill out a roster  

(processing is necessary for the performance of a contract)
* if the training company invites participants to sign up for a newsletter, it must be optional
* after the training, compliance with data retention periods is required
* legally required periods (e.g. store invoices for 10 years in Germany)
* process required periods (e.g. delete 3 month after training etc.)
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Short Q&A

20

?
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https://www.cnbc.com/2018/07/17/these-are-the-10-airports-where-
youre-most-likely-to-be-hacked.html



Copyright HPCG® 2018

5. TOM (Technical and Organizational 
Measures):  check your IT
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GDPR describes the following methods to ensure the security of personal data with an 
adequate level of protection (Article 32 GDPR):
* Pseudonymisation and encryption of personal data
* the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing 

systems and services
* the ability to restore the availability and access to personal data in a timely manner in the event of a 

physical or technical incident
* a process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing

Further methods:
* Transmission control: e.g. SSL certificate for websites (https: //); VPN connections at public hotspots

* Access control: e.g. access to server rooms only with key or chip card, office rooms secured with alarm
* Integrity: e.g. restrict user authorisations to tasks (marketing department only newsletter, accounting also HR 

data)

* Confidentiality: e.g. password policies

* Recoverability: e.g. backups that are regularly checked for successful recovery

* Vulnerability scans

* Penetration testing

* Evaluation: e.g. annual review of technical and organisational measures on effectiveness and plausibility
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6. Defining Processes for “Data Subject 
Requests” and “Data Breaches”

23

Data Subject Requests
* provide contact details person at website

* Create “Record of Processing Data”

* Automated tools or manual process (e.g. for data 
retention)

Breaches by US companies
* who do we need to report breaches to?
* https://martechtoday.com/now-that-gdpr-is-here-what-do-us-companies-do-if-

they-have-a-breach-
217121?utm_src=ml&utm_medium=textlink&utm_campaign=mlxpost
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7. Setup regular security assessments
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* DPIA (data protection impact assessments) is required when data processing 
“is likely to result in a high risk to the rights and freedoms of natural persons”. 
The three primary conditions identified in the GDPR are:

1. A systematic and extensive evaluation of personal aspects relating to natural persons, which is based on 

automated processing, including profiling, and on which decisions are based that produce legal effects 

concerning the natural person or similarly significantly affect the natural person.

2. Processing of special categories of data or personal data relating to criminal convictions and offences on a 

large scale.

3. Systematic monitoring of a publicly accessible area on a large scale.

* Data controllers are responsible for ensuring the DPIA is carried out
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DPIA Software Tool
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https://www.cnil.fr/en/cnil-releases-free-software-pia-tool-help-data-controllers-carry-out-data-protection-impact
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8. Incorporate data protection into daily 
business 

(privacy by design & default)
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* Cultural shift
* Dealing with Issues… (by Dilbert)
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Questions from Session 1
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“I can agree with the idea of privacy, but for a 
small US publisher of a free magazine, the 

'overhead' of GDPR seems daunting.”
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Short Q&A
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?
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9. Action planning: define your high-level 
project plan
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10. Define your three initial steps 
to get started
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* 1. 

* 2. 

* 3. 
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Reference Material
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* Data Protection Laws Globally 
https://www.dlapiperdataprotection.com/index.html?t=law&c=AU

* California Consumer Privacy Act
https://www.caprivacy.org/
https://iapp.org/store/books/a191a000001JqWHAA0/

* GDPR overview:
https://www.dataiq.co.uk/blog/summary-eu-general-data-protection-regulation

* 12 steps towards GDPR
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf

* CLAUDETTE - Automatically Monitoring GDPR Privacy Policies
https://claudette.eui.eu/use-our-tools/
http://www.claudette.eu/gdpr/

* Cookie policy description:
http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm

* To study further: 
https://www.eugdpr.org/eugdpr.org-1.html
https://ico.org.uk/media/for-organisations/data-protection-reform/overview-of-the-
gdpr-1-13.pdf

https://www.dlapiperdataprotection.com/index.html?t=law&c=AU
https://www.caprivacy.org/
https://iapp.org/store/books/a191a000001JqWHAA0/
https://www.dataiq.co.uk/blog/summary-eu-general-data-protection-regulation
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://claudette.eui.eu/use-our-tools/
http://www.claudette.eu/gdpr/
http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm
https://www.eugdpr.org/eugdpr.org-1.html
https://ico.org.uk/media/for-organisations/data-protection-reform/overview-of-the-gdpr-1-13.pdf
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Audience survey
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Feedback after 2 seminars: where do you stand NOW?

1 10

able to spell GDPR ready to apply 
to your business
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Extended Q & A
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???? ?



Copyright HPCG® 2018

Core Message

Digital freedom stops 
where

freedom of users begins
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